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QUESTION 1
You have a Microsoft 365 subscription that uses a default domain name of contoso.com.
The multi-factor authentication (MFA) service settings are configured as shown in the exhibit. (Click the Exhibit tab.)



In contoso.com, you create the users shown in the following table.



What is the effect of the configuration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Hot Area:



Correct Answer:




QUESTION 2
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while
others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear on the review screen.
You have a Microsoft 365 tenant. You create a label named CompanyConfidential in Microsoft Azure Information
Protection.
You add CompanyConfidential to global policy.
A user protects an email message by using CompanyConfidential and sends the label to several external recipients.
The external recipients report that they cannot open the email message.
You need to ensure that the external recipients can open protected email messages sent to them.
Solution: You create a new label in the global policy and instruct the user to resend the email message.
Does this meet the goal?
A. Yes
B. No
Correct Answer: A


QUESTION 3
You have a Microsoft 365 subscription that uses a default domain name of contoso.com. Microsoft Azure Active
Directory (Azure AD) contains the users shown in the following table.



Both devices have three apps named App1, App2, and App3 installed. You create an app protection policy named
ProtectionPolicy1 that has the following settings: Protected apps: App1 Exempt apps: App2 Windows Information
Protection mode: Block
You apply ProtectionPolicy1 to Group1 and Group3. You exclude Group2 from ProtectionPolicy1.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Hot Area:



Correct Answer:




QUESTION 4
You have a Microsoft 365 subscription.
You create an Advanced Threat Protection (ATP) Safe attachments policy to quarantine malware.
You need to configure the retention duration for the attachments in quarantine.
Which type of threat management policy should you create from the SecurityandCompliance admin center?
A. ATP anti-phishing
B. DKIM
C. Anti-spam
D. Anti-malware
Correct Answer: D


QUESTION 5
You have the Microsoft conditions shown in the following table.



You have the Azure Information Protection policies shown in the following table.



For each of the following statements, select Yes if the statement is true. Otherwise, select No.
Hot Area:



Correct Answer:




QUESTION 6
You have a Microsoft 365 subscription.
You have a site collection named SiteCollection1 that contains a site named Site2. Site2 contains a document library
named Customers.
Customers contain a document named Litware.docx. You need to remove Litware.docx permanently.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order.
Select and Place:

Correct Answer:




QUESTION 7

Your network contains an on-premises Active Directory domain. The domain contains servers that run Windows Server
and have advanced auditing enabled.
The security logs of the servers are collected by using a third-party SIEM solution.
You purchase a Microsoft 365 subscription and plan to deploy Azure Advanced Threat Protection (ATP) by using
standalone sensors.
You need to ensure that you can detect when sensitive groups are modified and when malicious services are created.
What should you do?
A. Configure auditing in the Office 365 Security and Compliance center.
B. Turn off Delayed updates for the Azure ATP sensors.
C. Modify the Domain synchronizer candidate\\’s settings on the Azure ATP sensors.
D. Integrate SIEM and Azure ATP.
Correct Answer: C
References: https://docs.microsoft.com/en-us/azure-advanced-threat-protection/install-atp-step5


QUESTION 8
You need to configure threat detection for Active Directory. The solution must meet the security requirements.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order.
Select and Place: 

Correct Answer:




QUESTION 9
You have a Microsoft 365 subscription.
You identify the following data loss prevention (DLP) requirements: Send notifications to users if they attempt to send
attachments that contain EU social security numbers Prevent any email messages that contain credit card numbers
from being sent outside your organization Block the external sharing of Microsoft OneDrive content that contains EU
passport numbers Send administrators email alerts if any rule matches occur.
What is the minimum number of DLP policies and rules you must create to meet the requirements? To answer, select
the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Hot Area: 

Correct Answer:




QUESTION 10
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while
others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear on the review screen.
You have a Microsoft 365 E5 subscription that is associated to a Microsoft Azure Active Directory (Azure AD) tenant
named contoso.com.
You use Active Directory Federation Services (AD FS) to federate on-premises Active Directory and the tenant. Azure
AD Connect has the following settings:
1.
Source Anchor: objectGUID
2.
Password Hash Synchronization: Disabled

3.
Password writeback: Disabled
4.
Directory extension attribute sync: Disabled
5.
Azure AD app and attribute filtering: Disabled
6.
Exchange hybrid deployment: Disabled
7.
User writeback: Disabled
You need to ensure that you can use leaked credentials detection in Azure AD Identity Protection.
Solution: You modify the Password Hash Synchronization settings.
Does that meet the goal?
A. Yes
B. No
Correct Answer: A
References: https://docs.microsoft.com/en-us/azure/security/azure-ad-secure-steps


QUESTION 11
HOTSPOT
You have a Microsoft 365 subscription.
You create a retention label named Label1 as shown in the following exhibit.

You publish Label1 to SharePoint sites.
Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic.
NOTE: Each correct selection is worth one point.
Hot Area:



Correct Answer:



References: https://docs.microsoft.com/en-us/office365/securitycompliance/labels


QUESTION 12
HOTSPOT
You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in
the following table.

You create and enforce an Azure AD Identity Protection user risk policy that has the following settings:
1. Assignments: Include Group1, Exclude Group2
2. Conditions: Sign-in risk of Low and above
3. Access: Allow access, Require password change
You need to identify how the policy affects User1 and User2.
What occurs when User1 and User2 sign in from an unfamiliar location? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Hot Area: 



Correct Answer:




QUESTION 13
You need to implement Windows Defender ATP to meet the security requirements. What should you do?
A. Configure port mirroring
B. Create the ForceDefenderPassiveMode registry setting
C. Download and install the Microsoft Monitoring Agent
D. Run WindowsDefenderATPOnboardingScript.cmd
Correct Answer: C
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