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QUESTION 1

Which network components are tracked by Aruba Clarity? (Choose two.)
A. WLAN health

B. Wireless associations

C. Client health

D. DNS lookups

E. AP and controller health

Correct Answer: BD

QUESTION 2

An administrator configures an ArubaOS-Switch for per-user tunneled node. Which protocols does the switch use to
establish and maintain a connection with the Aruba Mobility Controller (??)? (Choose two.)

A. PAPI
B. GRE
C. IPSec
D. SSL

Correct Answer:. AB

QUESTION 3

An administrator examines the configuration of an AP from apboot mode shown in the exhibit. What can the
administrator determine from the configuration?
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apboot> printenv
servername=aruba-master
name=4AP1 W\
group=apgroupl 5i%P'
cert cap=1 3 o
backup _vap init mgat&r 10.1.10.100
cfg lws=10.1.104 lﬂl

num total buoﬁatrap*Iﬁ

backup vap pqﬁﬁuord—SﬁFFDlﬂBﬁﬁSDCQ...
nodelist=10.1.10.100,10.1.10.101
stdin=serial

<-putput omitted->

A. The RAP terminated on a Mobility Master.
B. The AP terminated on a non-cluster Mobility Controller.
C. The AP terminated on a Mobility Controller in a cluster.

D. The RAP terminated on a stand-alone controller.

Correct Answer: C

QUESTION 4

Refer to the exhibit.
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Cluster

An AP is connected to a cluster of controllers. An AAA server provides all authentication and authorization functions for
wireless users. A wireless user connects to an AP, and Active User Anchor Controller (AUAC) and Standby UAC (S-
UAC) tunnels are built from the AP to the respective controllers in the cluster.

Why would an administrator create four VRRP groups with four Virtual IP (VIP) addresses in the cluster?

A. to allow the AAA Server to enforce RADIUS CoA in case the A-UAC experiences an outage

B. to allow High Availability (HA) Fast Failover to function in case a controller experiences an outage

C. to allow the AP to establish redundant AP Anchor Controller (AAC) connections to the cluster

D. to provide a VRRP group for election of the cluster leader

Correct Answer: A

QUESTION 5

A Microsoft RADIUS server is used to centralize AAA functions by a company. Upon a successful authentication lookup
performed by an Aruba Mobility Controller (MC), the administrator wants to have the RADIUS server pass back the
correct post-authentication role name that the controller should apply to the user\\'s traffic.

Which additional task must the administrator perform for the controller\\'s configuration to implement this process?

A. Configure the server-derived rules on the controller.

B. Install ClearPass\\'s VSA file on the controller.

C. Install Microsoft\\'s VSA file on the controller.
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D. Enable AAA on the controller.

Correct Answer: A

QUESTION 6

What can the administrator determine from the configuration shown below?

(CT1) [mynode] #show switches

All Switches

IP Address IPv6 Name Location Type Hodel Version Status Configuration State...
192.192.192.1 None CT1l Buildingl master ArubaMM 8.0.0.0 up UPDATE SUCCESSFUL
192.192.192.2 None CTZ Buildingl standby  Aruballl 8.0.0.0 wup UPDATE SUCCESSFUL
192.192.189.1 None LC1 Buildingl MD Arupba7010 §.0.0.0 up UPDATE SUCCESSFUL
192.192.189.2 None MMZ Buildingl MD Aruba7240 8.0.0.0 up UPDATE SUCCESSFUL

Total Switches:S

A. 2?2 is the Mobility Master.

B. All the controllers run in standalone mode.

C. All the controllers run in a cluster.

D. VRRP is used for Mobility Master redundancy.

Correct Answer: D

QUESTION 7

An administrator supports a cluster of four Aruba Mobility Controllers (MCs) with management addresses of
10.1.100.101, 10.1.100.102, 10.1.100.103, and 10.1.305.114. The administrator accesses an AP associated with this
cluster, reboots it, and accesses apboot mode. The administrator executes the printenv command. Which AP parameter
contains the IP addresses of the cluster members that the AP should use to connect to the cluster?

A. master_ip

B. cfg_Ims

C. servername

D. nodelist

Correct Answer: D
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QUESTION 8

An administrator adds local administrative accounts to manage the Aruba Mobility Controllers (MCs). Which role should
be assigned to an administrator who needs to only generate reports and monitor WLANS and ports?

A. root

B. network-operations

C. location-api-management
D. AP-provisioning

Correct Answer: B

QUESTION 9

An administrator suspects that the network drops frames between a wireless client and an Aruba Mobility Controller
(MC). The administrator wants to examine the frames between the AP and the controller to determine if any frames are
missing.

Which solution allows the administrator to use a protocol analyzer to examine the contents of the 802.11 frames
between the AP and controller?

A. Implement decrypt-tunnel mode.
B. Implement GRE mode.

C. Implement bridge mode.

D. Implement split-tunnel mode.

Correct Answer: A

QUESTION 10

An administrator wants to reduce downtime of the wireless network when controllers are upgraded. Which ArubaOS
feature should the administrator implement to reduce the amount of downtime the APs will experience at the time of the
upgrade process?

A. AP image preload

B. Centralized upgrades

C. AP fast start

D. AP apboot mode bypass
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Correct Answer: A

QUESTION 11

Refer to the exhibit.

A Server Access Point Wireless User

I
|

A-UAC

Controller D

‘f.“.inn'trol ler IP: Controller 1P
071025412 10.254.1.3

Cluster

An administrator implements an L2 cluster of Aruba Mobility Controllers (MCs) as shown in the exhibit. An external
RADIUS AAA server authentication clients associated with the Active User Anchor Controller (AUAC), where the NAS
IP address sent from Controller B is 10.254.1.2.

By default, what happens to the user\\'s session when it is handed over to the Standby UAC (S-UAC) after a failover?

A. The user\\'s session remains active and RADIUS messages can still be processed between the S-UAC and AAA
server.

B. The user\\'s session remains active, but the AAA server cannot implement RADIUS Change of Authorization (CoA).

C. The user\\'s session is disconnected and has to reconnect, but the S-UAC automatically updates the NAS-IP address
on the AAA server to record the event.

D. The user\\'s session is disconnected and has to reconnect, and no record of this process is stored on the AAA
server.

Correct Answer: A
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QUESTION 12

Refer to the exhibit.

Cluster

Conltroller A Controller B Controller D

7240 AP 7030 7030
000b:86 10:37 a1 00.0b.86 10,37 82 00:0b:86:10:37:01 00.0b:86 1037 bb

Which controller shown in the exhibit is elected as the cluster leader?
A. Controller A
B. Controller ?
C. Controller C
D. Controller D

Correct Answer: B

QUESTION 13

A VIA client tries to initially connect to a corporate office controller through an intermediate firewall. However, the VPN
connection fails. The administrator examines the firewall rules and determines that rules for UDP 4500 and UDP 500
are configured.

Which additional protocol must be allowed in the firewall rules to resolve this connection failure?

A.TCP 22

B. UDP 8200

C.ESP

D. TCP 443

Correct Answer: D
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