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QUESTION 1
Examine the partial output of the BGP routing table of an AOS-CX switch: The switch is learning about four possible

path to reach the 1.0.0.0/8 network. Based on this output, which next-hop route will the AOS-CX select to be placed in
the IP routing table?

Switch# show bgp

<-output omitted->

Network Nexthop Metr}ﬁl_‘.-.:"'lz.ucPrf Weight Path

T e e e T W T T e

*e1.0.0.0/8 192.168.1.5 ¢4 100 0 100 ?

0
*“e1.0.0.0/8 192.168.2,5°°0 100 0 200 100 i
*e1.0.0.0/8 192.1683:5 O 200 20 300 400 100 ?
0

*e1.0.0.0/8 192.168.4.5 50 0 400 200 100 i

A.192.168.1.5
B. 192.168.2.5
C. 192.168.3.5
D. 192.168.4.5

Correct Answer: C

QUESTION 2

Examine the attached diagram.
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The two PCs are located in VLAN 11 (10.1.11.0/24). Which example defines how to implement active gateway on the

VSX core for VLAN 117

A. interface vlan 11 active-gateway ip 10.1.11.1 active-gateway mac 02:02:00:00:01:00

B. interface lag 254 active-gateway vlan 11 ip 10.1.11.1 active-gateway vlan 11 mac 02:02:00:00:01:00

C. interface lag 254 active-gateway ip 10.1.11.1 active-gateway mac 02:02:00:00:01:00
D. vsx vrrp group 1

Correct Answer: A

QUESTION 3

What is correct regarding rate limiting and egress queue shaping on AOS-CX switches?
A. Only a traffic rate and burst size can be defined for a queue

B. Limits can be defined only for broadcast and multicast traffic

C. Rate limiting and egress queue shaping can be used to restrict inbound traffic

D. Rate limiting and egress queue shaping can be applied globally

Correct Answer: A
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QUESTION 4

A company has a third-party AAA server solution. The campus access layer was just upgraded to AOS-CX switches that
perform access control with MAC-Auth and 802.1X. The company has an Aruba Mobility Controller (MC) solution for
wireless, and they want to leverage the firewall policies on the controllers for the wired traffic.

What is correct about how the company should implement a security solution where the wired traffic is processed by the
MCs?

A. Implement downloadable user roles with a gateway role defined on the AOS-CX switches

B. Implement local user roles with a gateway role defined on the AOS-CX switches

C. Implement standards-based RADIUS VSAs to pass policy information directly to the AOS-CX switches and MCs
D. Implement downloadable user roles with a device role defined on the AOS-CX switches and MCs

Correct Answer: D

QUESTION 5

Examine the network topology.
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Routerl Router2

Company XYZ
200.1.1.0/24 AS 64500

Company XYZ has two connections to a service provider (ISP1). Here is the configuration of Router1:

Router1{config)# ip prefix-list AS64500-routes

permit 200.1.1.0/24
Router1{config)# route-map To-A564501 pe ;

Routerl(config-route-map)s exit
Router1(config)# router bgp 64500

Routerl{config-bgp)# address—family ipv4 unicast
Routerl(config-bgp-ipv4-uc)# neighbor 192.168.1.1. route-map To-AS564501 out

Here is the configuration of Router2:
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Router2(config)# ip prefix-list AS64500-routes permmit 200.1.1.0/24
Router2(config)# route-map To-AS64501 permitiseq 10

Router2(config-routz-map)# match ip address-prefix-list AS64500-routes
Router2(config-routz-map)# set metric 200

Router2(config-routz-map)# exit
Router2(config)# router bgp 64500

(
Router2(config-bgp)# address—family ipv4 unicas:
Router2(config-bgp-ipv4-uc)# neighbor 192.168.2.1. route-map To-A564501 out

Based on configuration of Routerl and Router2, which BGP metric is being manipulated?
A. Weight

B. Multiple exit discriminator

C. Local preference

D. AS path length

Correct Answer: B

QUESTION 6

An administrator is implementing a downloadable user role solution involving AOS-CX switches. The AAA solution and
the AOS-CX switches can successfully authenticate users; however, the role information fails to download to the
switches. What policy should be added to an intermediate firewall to allow the downloadable role function to succeed?
A. Allow TCP 443

B. Allow UDP 1811

C. Allow UDP 8211

D. Allow TCP 22

Correct Answer: C

QUESTION 7

An administrator of a large campus network needs a solution that will provide root cause analytics to quickly identify
problems so that they can quickly be fixed.

Which AOS-CX switch feature should the administrator utilize to help with root cause analytics?
A. NAE
B. VoQ

C. NetEdit
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D. VSX

Correct Answer: A

QUESTION 8

A network has an ABR that connects area 0 and 1. A network engineer configures a summarized route for area 0. The
ABR is a designated router (DR) for the segment it uses to connect to area 1.

Which LSA type is assigned to this route when the summarized route is advertised into area 1 by the ABR?
A.LSA1
B.LSA 4
C.LSA3
D.LSA?2

Correct Answer: B

QUESTION 9

An administrator wants to leverage always-on PoE on AOS-CX switches. Which statement is correct regarding this
feature?

A. Provides up to 60W of power per port

B. Supports all AOS-CX switches

C. Provides surge protection for POE and non-PoE ports
D. Requires NetEdit to implement

Correct Answer: A

QUESTION 10

What are best practices when implementing VSX on AOS-CX switches? (Choose two.)
A. The ISL lag should use the default MTU size.

B. Timers should be left at their default values.

C. The default system MAC addresses should be used.

D. The keepalive connection should use a direct layer-3 connection.

E. The ISL lag should use at least 10GbE links or faster.

Correct Answer: BD
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QUESTION 11

Examine the following AOS-CX switch configuration: Which statement correctly describes what is allowed for traffic
entering interface 1/1/37?

Access(config)# access-list ip ext

Access(config-acl-ip)# permit ip any 10.0.11.0/255.0.255.0 count
Access(config-acl-ip)# permit ip any 10.0.12.0/255.0.255.0 log
Access(config-acl-ip)# exit

Access(config)# interface 1/1/3

Access(config-ifj# apply access-list ip ext in

Access(config-if)# exit

A. IP traffic from 10.1.11.0/24 is allowed to access 10.1.110.0/24
B. IP traffic from 10.0.11.0/24 is allowed to access 10.1.12.0/24
C. Traffic from 10.0.12.0/24 will generate a log record when accessing 10.0.11.0/24

D. IP traffic from 10.1.12.0/24 is allowed to access 172.0.1.0/23

Correct Answer: C

QUESTION 12

An administrator will be implementing tunneling between AOS-CX switches and Aruba gateways. Which list of protocols
must minimally be allowed by an intermediate firewall between two sets of devices?

A. IP protocol 50 and UDP 8209
B. UDP 4500 and IP protocol 47
C. UDP 8211 and IP protocol 47
D. UDP 4500 and UDP 8209

Correct Answer: B

QUESTION 13
An administrator of a company has concerns about upgrading the access layer switches. The users rely heavily on
wireless and VolIP telephony. Which is the best recommendation to ensure a short downtime for the users during

upgrading the access layer switches?

A. Install the in-service software upgrade (ISSU) feature with clustering enabled
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B. Install AOS-CX 6300 or 6400 switches with always-on POE
C. Implement VSF on the AOS-CX access switches
D. Implement VSX on the AOS-CX access switches

Correct Answer: C
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