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QUESTION 1

Users run encrypted Skype for Business traffic with no WMM support over an Aruba Mobility Master (MM)Mobility
Controller (MC) based network. When voice, video, and application sharing traffic arrive at the wired side of the network,
all the flows look alike due the lack of L2 or L3 markings.

How can the network administrator identify these flows and mark QoS accordingly?

A. Confirm the MC is the Openflow controller of the MMs and Openflow is enabled in VAP and the firewall roles. Then
enable WMM in a VAP profile.

B. Confirm the MM is the Openflow controller of the MCs and Openflow is enabled in VAP and the firewall roles. Then
integrate the MM with the Skype4Business SDN API, and enable the Skype4Business ALG

in the UCC Profiles.

C. Confirm the MC is the OpenFlow controller of the MMs and Openflow is enabled in VAP and the firewall roles. Then
enable the Skype4Business ALG in the UCC profiles.

D. Use a media firewall policy that match these three flows, and use permit and TOS actions with 56, 40, and 34 values
for voice, video, and application sharing, respectively. Then enable the Skype4Business ALG in the UCC profiles.

Correct Answer: D

QUESTION 2
Several users are connected to the same WLAN and want to play the same multicast-based video stream. The network
administrator wants to reduce bandwidth consumption and at the same time increase the transmit rate to a fixed value

for WMM marked video streams in a large-scale network. Broadcast Multicast Optimization (BCMCO) is already on.

Which two configuration steps does the network administrator have to perform to optimize the multicast transmissions?
(Select two.)

A. Enable Dynamic Multicast Optimization (DMO) and set forwarding mode to tunnel in the VAP profile.
B. Enable Broadcast Multicast Rate Optimization (BC/MC RO) in the SSID profile.

C. Enable Broadcast Multicast Optimization (BCMCO) and set forwarding mode in the VAP.

D. Disable Broadcast Multicast Optimization (BCMCO) in the VLAN.

E. Set Video Multicast Rate Optimization (VMRO) in the SSID profile.

Correct Answer: AC

QUESTION 3

Refer to the exhibit.
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A network administrator is in charge of a wired and wireless Aruba network where access control is needed for both
connection methods. For the wired solution, the network administrator wants the users authentication to be performed at
the switches, while tunneling their traffic to MC1 whenever possible for firewall policy enforcement. The network
administrator configures and tests ClearPass as the RADIUS server in the switches.

Which switch configuration scripts should the network administrator use next to achieve this goal?

A. tunneled-node-server controller-ip 10.19.10.100 backup-controller-ip 10.20.10.100 mode role-based aaa
authentication port-access eap-radius aaa port-access authenticator 1-22 aaa port-access authenticator active

B. tunneled-node-server controller-ip 10.20.10.100 backup-controller-ip 10.19.10.100 mode port-based aaa
authentication port-access eap-radius aaa port-access authenticator 1-22 aaa port-access authenticator active

C. tunneled-node-server controller-ip 10.20.10.100 backup-controller-ip 10.19.10.100 aaa authentication port-access
eap-radius aaa port-access authenticator 1-22 aaa port-access authenticator active

D. tunneled-node-server controller-ip 10.19.10.100 backup-controller-ip 10.20.10.100 aaa authentication port-access
eap-radius aaa port-access authenticator 1-22 aaa port-access authenticator active

Correct Answer: C
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QUESTION 4

An airline wants to invest in an Aruba Mobility (MM)-Mobility Controller (MC) solution for the three hubs it has throughout
the country. A single MM is located in the datacenter at one of the hubs. The MCs in the other two hubs reach the MM
through a site-to-site IPSec VPN.

The operations team does not want to lose monitoring and configuration control of the MCs if something happens to the
datacenter where the MM resides.

Which solution ensures that there is management access to the MCs in case of an MM failure due to a datacenter
outage?

A. Deploy another MM in a different location, and enable L2 redundancy.

B. Install Airwave Management Platform, and enable Read and Write Management access on devices.
C. Deploy another MM in a different location, and enable L3 redundancy.

D. Deploy a local MM on each hub, and synchronize the configuration between all MMs.

Correct Answer: B

QUESTION 5
Refer to the exhibits. Exhibitl

(MC1) (MDC) #show ap database

AP Database

Name Group AP Type IP Address  Status Flags Switch IP Standby IP
AP1 MainCampus-SC-B1 335 10.1.145.150 Up 4h:14m:10s 2I 10.1.140.100 10.1.140.101
AP12 CAMPUS 336 10.1.146.150 Up 13m:19s 2 10.1.140.100 10.1.140.101

Flags: 1 = 802.1x, authenticated AP use EAP-PEAP; 1+=802.1x use EST, 1.= 802.1x use factory cert; 2 = Using IKE version 2
B = Built-in AP; C = Cellular RAP; D = Dirty or no config
E = Regulatory Domain Mismatch; F = AP failed-802.1x authentication
G =No such group; | = Incative; J = USB cert at AP; L = Unlichesed
M = Mesh node
N = Duplicate name; P = PPPoe AP; R s Remote AP; R- = Remote AP requires Auth;
§ = Standby-mode AP; U = Unprovisioned; X = Maintenance Mode
Y = Mesh Recovery
¢ = CERT-based RAP; e = Custom EST cert; f = No Spectrum FFT support
i = Indoor; o = Qutdoor; s = LACP striping; u = Custom-cert RAP; z = Datazone AP

Total APs:2

Exhibit 2
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(MC11) [mynode] #show ap database

AP Database

Name Group AP Type IP Address Status Flags SwitchIP Standby IP
70:3a:0e:cd:b0:a4 default 335 1001145150 Down 2 10.254.13.14 0.0.0.0
a8:bd:27:ch:c3:3a default 335 10.1.147.2 Down 2 10.254.13.14 0.0.0.0
AP12 CAMPUS 335 10.1.146.150 Up21m:37s 2z 10.254.13.14 0.0.0.0

Based on outputs shown in the exhibits, what is the reason that AP12 is seen by two different controllers?

A. AP12 connects to a high availability group. MC1 is the active controller, and MCL11 is the standby controller.
B. AP12 is a multizone AP. MCL1 is part of the primary zone, and MC11 is part of the datazone.

C. AP12 connects to an MC cluster. MC1 is the A-AAC, and MC2 is S-AAC.

D. AP12 is in the middle of the boot process. MC1 is the master IP controller, and MC11 is the LMS IP controller.

Correct Answer: B

QUESTION 6

A software development company has 700 employees who work from home. The company also has small offices
located in different cities throughout the world. During working hours, they use RAPs to connect to a datacenter to
upload software code as well as interact with databases.

In the past two months, brief failures have occurred in the 7240XM Mobility Controller (MC) that runs ArubaOS 8.3 and
terminates the RAPs. These RAPs disconnect, affecting the users connected to the RAPs. This also causes problems
with code uploads and database synchronizations. Therefore, the company decides to add a second 7240XM controller
for redundancy.

How should the network administrator deploy both controllers in order to provide redundancy while preventing failover
events from disconnecting users?

A. Connect both controllers with common VLANS, and create an L2-connected cluster using public addresses in the
internet VLAN.

B. Connect both controllers with common VLANS, and create an HA fast failover group with public addresses in the
internet VLAN.

C. Connect both controllers with different VLANS, and create an L2-connected cluster using private addresses in the
internet VLAN.

D. Connect both controllers with common VLANS, and configure LMS/BLMS values equal to public addresses in the
internet VLAN.

Correct Answer: A

QUESTION 7
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Refer to the exhibit.

New WLAN

o @——0 £

General VLANs® Security Access

Default role: | Guest-guest-logon

(A48.01114253)

A network administrator completes the task to cretae a WLAN, as shown in the exhibit. The network administrator
selects the options to use guest as primary usage and Internal captive portal with authentication in the security step.
Next, the network administrator creates a policy that denies access to the internal network.

Which additional step must the network administrator complete in order to prevent authenticated users from reaching
internal corporate resources while allowing Internet access?

A. Apply the policy on the guest-guest-logon role.

B. Apply the policy on the authenticated role.

C. Apply the policy on the guest role.

D. Create a policy that permits dhcp, dns, and http access.

Correct Answer: D

QUESTION 8

Refer to the exhibits.

Exhibit 1
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Exhibit 2 A network administrator adds a new Mobility Controller (MC) to the production Mobility Master (MM) and
deploys APs that start broadcasting the employees SSID in the West wing of the building. Suddenly, the employed
report client disconnects. When accessing the MM the network administrator notices that the MC is unreachable, then
proceeds to access the MC\\'s console and obtains the outputs shown in the exhibits.
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top2 —22:23:48 up 6:11, 0 users, load average: 0.1, 0.10, 0.08

Tasks: 202 total, 2 running, 198 sleeping, 0 stopped, 2 zombie

Cpu(s). 1.2%us, 2.9%sy, 0.2%ni, 95.6%id, 0.1wa, 0.0%hi, 0.1%si, 0.0%st
Mem: 3085600k total, 1831312k used, 1254288k free, 19488k buffers
Swap: 1048544k total, Ok useed, 1048544k free, 689680K cached

PID USER PRNI VIRT RES SHR S %CPU  %MEM TIME+ COMMAND
3556 oot 200 14/m /9m 15om R {ahd) i 0:39.54 profmgr
3017 root 20 0 9472 3952 2656 S 23 0.1 3044  syslogd
3565 root 10 -10 132m36m 13m 3 T 1.2 0:37.09 auth

4007 root 20 0 68208 8896 35920 & 10 03 0:23.41 ofa
3497 root 20 0 334m 137m 10m S 6 46 11:31.80 fpapps
3894 root 20 0 124m 23m 5472 S5 6 08 0:10.00 dds
4125 oot 20 0 52640 6496, 3296 5 o] 02 J28.97  vp

13 oot 20 O 0 8] 0 S 4 00 0:02.05 everts/1
3583 root 20 0 173m - 25m 9696 S 4 08 14779 sim
12505ro0t 20 03104 1680 1248 R 4 01 0:00.03 top2
3511 root 20 0 51088 6288 37125 2 32 0:0490 pim
3807 root 20 0 220m f1m 5568 S - 24 0:18.20 fw_wsibility

1root 20 0 4160 1104 9125 0 0.0 0:0313 init

2ot 20 0 0 0 05 0 0.0 0:00.00 kthreadd

What should the network administrator do next to solve the current problem?
A. Decommission the MC from the MM, and add it again.

B. Open a TAC case, and send the output of tar crash.

C. Verify the license pools in the MM.

D. Kill two zombie processes, then reboot the MC.

Correct Answer: D

QUESTION 9

A financial institution contacts an Aruba partner to deploy an advanced and secure Mobility Master (MM)Mobility
Controller (MC) WLAN solution in its main campus and 14 small offices/home offices (SOHOs). Key requirements are
that users at all locations, including telecommuters with VIA, should be assigned roles with policies that filter undesired
traffic. Also, advanced WIPs should be enforced at the campus only.

These are additional requirements for this deployment:

RAPs should ship directly to their final destinations without any pre-setup and should come up with the right
configuration as soon as they get Internet access. Activate should be configured with devices MACs, serial numbers,
and provisioning rules that redirect them to the standalone VMC at the DMZ Users should be able to reach DNS, FTP,
Web and telephone servers in the campus as well as send and receive IP telephone calls to and from the voice
10.1.50.0/24 segment. Local Internet access should be granted.
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Refer to the exhibit.
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Refer to the scenario and the exhibit.

What is the minimal license capacity in use to support this proposal?
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0 A License Number
MM-VA 202
Access Points 514
PEF 514
RF Protect 514
WIA 100

© B. License Number
MM-VA 503
MC-VA 14
Access Points 214
PEF 514
VIA 100

' C- License @ Number
MMAVA 517
MGVA 114
Access Points 514
PEF 514
V1A 100

@ D License Number
MM-VA 502
MC-VA 14
Access Poinis 514
PEFE 514
RF Protect 500
VIA 100

A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: B
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QUESTION 10

A foreign exchange broker in a shared office space uses an Aruba Mobility Master (MM)-Mobility Controller (MC)
architecture along with ClearPass and AirWave. The corporate network is FXBroker121, but users report that they
cannot access the FXBrokerl1l1 SSID. The team suspects that a rogue AP is in place and a malicious user tried to
disguise the WLAN name.

How can the organization\\'s network administrator identify and locate the potential rogue AP?

A. Create an AirWave RAPIDS rule with a Suspected Rogue classification and the SSID Matches FXBroker111
condition, then access any RAPID List entry that matches the rule and click on Location.

B. Use ClearPass Event viewer and search for entries with the FXBroker111 Aruba-Essid-Name VSA attribute, then
obtain the value of the Aruba-AP-Group attribute.

C. Use ClearPass Event viewer and search for entries with the FXBroker111 Aruba-Essid-Name VSA attribute, then
obtain the value of the Aruba-Location-id attribute.

D. Create and Airwave RAPIDS rule with a Suspected Rogue classification and the SSID Does Not Match FXBroker121
condition, then access any RAPIDS List entry that matches the rule and click on Location.

Correct Answer: B

QUESTION 11
Refer to the exhibits.

Exhibitl
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Exhibit2
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{Mc2) [MDC] #show log security

Jul 4 17: 32:15 :124004: <«3553> <DBUG> |authmgr| Select server method=802.1x,
user=it, essid=Corp-employee, server-group=Corp-Network, last_srv <>

Jul 4 17: 32:15 :124004: <3553> <INFO> |authmgr| Reused server ClearPass. 23 for
method=802.1x; user=it, essid=Corp-employee, domain=<>, server-group=Corp-Network

Jul 4 17: 32:15 :124004: <3553> <DBUG> |lauthmgx | aal_auth_raw (1402) (INC) : os_reqs
1, & ClearPass.23 type 2 inservice 1 markedD 0O

Jul 4 17: 32:15 :124004: <«3553> <DBUG> |authmgr| |aaa| [rc_api.c:152] Radius
authenticate raw using server ClearPass.Z23

Jul 4 17: 32:15 :124004: <3553> <DBUG> |authmgr| (|aaa| [rc_regquest.c:€7] Add
Request: id=22, server=ClearPass.23, IP=10.254.1.23, server-group=Corp.Network, fd=64
Jul 4 17: 32:15 :124004: <3553> <DBUG> |[authmgri| laaal [rc_server.c:2367] Sending
radius request to ClearPass.23:10.254.1.23:1812 id:22, len:265

Jul 4 17: 32:15 :124038: <3553> <DBUG> |authmgr] laaal [rc_server.c:2383] User Name:
it

Jul 4 17: 32:15 :124004: <3553> <DBUG> |authmgr| laaa| [rc_server.c:2383] NAS-IP-
Address: 10.254.10.214

Jul 4 17: 32:15 :121031: <3553> <DBUG> |authmgr| laaa| [rc_server.c:2383] NAS-Port-—
Id: ©

Jul 4 17: 32:15 : 121031: <3553> <DBUG> |authmgr] laaa| [rc_server.c:2383] NAS-

Identifier: 10.1.140.101
Jul 4 17: 32:15 : 121031: <3553> <DBUG> |authmgr| |aaal [rc_server.c:2383] NAs-Port-
Type: Wireless-IEEEB02.11
Jul 4 17: 32:15 : 121031: <3553> <DBUG> |authmgzl laaal [rc_server.c:2383] Calling-

Station-Id: 704D7B10SECS
Jul 4 17: 32:15 : 1219031: <3553> <DBUG> lauthmgrl| jaaal [rc_server.c:2383] cCalled-

Station-Id: 204CD306E790

Jul 4 17: 32:15 : 121031: <3553> <DBUG> |authmgr| laaa| [rc_server.c:2383]

Type: Framed-User

Jul 4 17: 32:15 : 121031: <3553> <DBUG> |authmgr| |aaa| [rc_server.c:23853

1100 o

Jul 4 17: 32:15 : 121031: <3553> <DBUG> |authmgzr| laaal 23] EAP-Message:
\0024011

Jul 4 17: 32:15 : 121031: <3553> <«DBUG> |authmgr| laaal State:

AFMAzZWACACAG9gIALvORNOMZudKK13smu/12DA==
Jul 4 17: 32:15 : 121031: <3553> <DBUG> |authmgri laaal|
Name: Corp-employvee

Jul 4 17: 32:15 : 121031: <3553> <DBUG> |authmgrl|
Location-Id: AP22

Jul 4 17: 32:15 =@ 121031: <3553> <DBUG> jauthmgr |
Group: CAMPUS

Jul 4 17: 32:15 : 121031: <3553> <DBUG> |aut!
Device-Type: Win 10

Jul 4 17: 32:15 3 121031: <3553> <DBUG>

Aruba-Essid-
Aruba-
_Server.c:2383] Aruba-AP-
[re_server.c:2383] Aruba-

aal| [rc_server.c:2383] Message-

mgr| laaal [zc_request.c: 95] Find

Jul 4 17: 32:15 : 121031: <3553>
1 ver—-group=(null) £d=&4

Reguest: id=22, server={(null), IP

Jul 4 17: 32:15 e X2103%s <3 lauthmgr| laaal [rc_reguest.c: 104]
Current entry: server= (null), 1.23, server-group=(null), fd=64

Sul 4 17: 32:15 3 121031 <3 fauthmgr | laaa| [rc_request.c: 48] Del
Reguest: id=22, server=Cl@arPa .254.1.23, server-group=Corp-Network fd=64
Jul -4 17: 32:15 @ 121037 3> <PBUG> |authmgr| laaa| [rc api.c: 1228]
Authentication Successf

Jul 4 17: 3> <DBUGH> lauthmgr | laaal [tc_api.:: 1230] RADIUS
RESPONSE ATTRIBUTES

Jul 4 17: 3553> <DBUG> |authmgr| |aaa| [re_api.e: 1245]
Filter-Id:

Jul 4 17: 13 <3553> <DBUG> |authmgr| Jaaal [re_api.ec: 1245]
{Microsoft} ev-Key: \222\331\207\347\24210%:\255¢g8$\262\276ur302\205 264"
N207N\271QN li:a(\z

042K \B17SA007\275\203\302: \201\360\002\307B\305\222\032\240,317\340

Juk = : 121031: <«<3553> <DBUG> lauthmgr | laaal [rc_api.c: 1245]

{Mi Ms-MPPE-Recv-Key: \234\341\251\201\2241\005\8\260£\345\366F\276\305.9
\356e\ 20\276\375\22

Jul 4 1¥3732:15 : 121031: <3553> <DBUG> |authmgr| jJaaa| [rc_api.c: 1245]
4\2264 jOEZN177Y\325\331/\226\366\325\3152\342[\346134320\241M0151

Jul ‘& 17: 32:15 22230333 <3553> <DBUG> lauthmgr | laaal Irc_api.:: 1245] EAP-
Message: \003\011

Jul ¢ 17: 32:15 : 121031: <3553> <DBUG> |authmgr] J|aaa| [rc_api.c: 1245] User-
Name: it

Jul 4 17: 32:15 : 121031: <3553> <DBUG> lauthmgrl laaal [rc_api.c: 1245] Class:
N202%0054250) \210M\215C\344\2536£#\356\200\2437\006\271\013

Jul 4 17: 32:15 : 121031: <3553> <DBUG> |authmgr| laaal [rc_api.c: 1245]
PW_RADIUS_ID: \026

Jul 4 17: 32:15 : 121031: <3553> <DBUG> |authmgr| laaal [rc_api.c: 1245] Rad-Length:
231

Jul 4 17: 32:15 : 121031: <3553> <DBUG> |authmgr| laaal [rc_api.c: 1245]
PW_RADIUS_CODE: \002

Jul 4 17: 32:15 : 121031: <3553> <DBUG> lauthmgr | laaal [r:_api.c: 1245]

PW_RAD_AUTHENTICATOR: \377pW\245\254/)M\267n\337\017\204\205\373\027
Jul 4 17: 32:15 :124004: <3553> <INFO> |authmgr| Authentication result=
Ruthentication Successful (0), method=802.1x, server=ClearPass.23, user=70:4d:7b:10:9e:cé
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A network administrator integrates a current Mobility Master (MM)-Mobility Controller (MC) deployment with a RADIUS
infrastructure. After using the RADIUS server to authenticate a wireless user, the network administrator realizes that the
client machine is not falling into the it_department role, as shown in the exhibits.

Which configuration is required to map the users into the proper role, based on standard attributes returned by the
RADIUS server in the Access Accept message?

A. aaa server-group Corp-Network set role condition Filter-Id equals it-role set-value it_department

B. aaa server-group GROUP-RADIUS set role condition Filter-Id equals it-role set-value it_department
C. aaa server-group Corp-employee set role condition Filter-ld equals it-role set-value it_department
D. aaa server-group Corp-employee set role condition Filter-ld value-of

Correct Answer: B

QUESTION 12

Refer to the exhibit.

All Clients > contractorid

Info Charts Traffic Analysis ucc

Health(%): 50 SNR(dB) Speed(bps)

IP Address: 10.1.141.150 9

Station MAC: 70:4d:7b:10:9., 100 200M <5

Band: 2.4 GHz ‘

Radio PHY HT 20 MHz ; I

Client PHY HT 20 MHz 50 100M

Device

Role: guest

SNR 62dB

Speed: 126 Mbps 0 - ol : :

Max Speed 144 Mbps 2017 2021 2025 20:29 2017 2021 2025 2029

Sg:;::m' 33 ? Eggs Dropped Frames To Client(%) Retried Frames To Client(%)
Frames: 240 &

WLAN: contractor 00% -, 100%

AP Name; APZ1 ts Tl T

Channel ! o

SNR Quality normal .

To Chent i

Frames: 110 B & 2 e

Retried Frames 35%(42/119) } U%.:_ I 0%

Eppes Fames. SR WP2017 2021 2025 2029 2047 2021 2025 2029
rom Client )

Frames 121 Frames rates to Clients(Mbps) Frames rates to Clients{Mbps)

Retried Frames; 14%(17/1121)

= 108 to 300 Mbps

(A4801114413)

A user reports show response time to a network administrator and suggests that there might be a problem with the
WLAN. The user\\'s laptop supports 802.11n in the 2.4 GHz band only. The network administrator finds the user on the
Mobility Master (MM) and reviews the output shown in the exhibit.

What can the network administrator conclude after analyzing the data?

A. Client health is low, and retried frames are high. It is possible there is high channel utilization.
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B. Client health is low, but SNR is high. It is possible data in the dashboard is not accurate and needs to be updated.
C. The speed is good. Client health seems to be related to a problem with the client NIC.
D. The network is low because of low SNR. TX power must be increased in both the client and the AP.

Correct Answer: B

QUESTION 13

Refer to the exhibit.

Health%

0.75 0.5
05 T05
0.25 0.25
0 0 0 0 0 0 0 0 0
o5 50 75 100 20 30 40 50
5 dB

USERNAME  GLIENTNAME SNR"  SPEED [MBPS) GOODPUT(MBPS)  HEALTH (%) F‘I@GE DEVICETYPE ROLE DEVICENAME LOCATION SSID  CONNECTION
contractor14 - 68 819 32 93 184Kbps - guest  apio z contractor {1ac 5GHz
dl e

] =
25 |perpage Page:IIm 5 -_}-I-s J 2

(A480111d411)

A network administrator receives a call from a contractor that was recently given wireless access to the network. The
user reports that the response time is slow and suggests there might be a problem with the WLAN. The network
administrator checks RF performance in AirWave to find the user and sees the output shown in the exhibit.

What can the network administrator conclude after analyzing the data?

A. Client health and CNR are high, therefore, it is unlikely the client is experiencing an RF-related issue.

B. Goodput is low in relation to connection speed, which suggests a channel with high utilization, another channel
should be used.

C. Client health and SNR are high but usage is low; therefore, there might be packet drops.
D. Client health is low, which suggests that there are packet drops and collisions in the RF environment.

Correct Answer: B
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