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QUESTION 1

Which potential security issue does the captive portal URL hash key on an AOS-Switch help to prevent?
A. unauthenticated guests to receive access before they log in to the captive portal

B. unauthorized users to read the captive portal redirect URL in the AOS-Switch config

C. users to change values in the URL that directs them to the captive portal

D. hackers to eavesdrop on the RADIUS messages sent to ClearPass

Correct Answer: C

QUESTION 2

A network uses MSTP and has AOS-Switches at the access layer. The company wants edge ports on the access layer
switches to meet these criteria:

They prevent all rogue switches that run STP, RSTP, or MSTP from connecting to the network.

If a rogue switch connects and is then replaced by a proper endpoint, the port recovers automatically without IT staff
involvement.

How should the network administrator set up the edge ports to meet these requirements?
A. Enable loop protection with a timeout period.

B. Enable BPDU filtering.

C. Enable both root guard and BPDU protection.

D. Enable BPDU protection with a timeout period.

Correct Answer: D

QUESTION 3

AOS-Switches authenticate guests to ClearPass with captive portal. An administrator notices that some guests are
unable to reach the captive portal page. What will resolve this issue?

A. Permit DNS on the ClearPass Portal
B. Permit DHCP on the ClearPass Portal.
C. Permit HTTP or HTTPS on the ClearPass Portal.

D. Permit Allow All MAC-Auth on the ClearPass Portal.
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Correct Answer: A

QUESTION 4

Refer to the exhibit.

Company
network
AS 46500

ISP 2
AS 46502

Switch-2

Switch-1 and Switch-2 are AOS-Switches, which are iBGP peers. ISP 1 and ISP 2 advertise some routes to the same
Internet destinations. Switch-1 and Switch-2 must select between these routes based on AS path length. What is
required for Switch-1 and Switch-27?

A. iBGP synchronization enabled

B. Multihop enabled for the connection to the iBGP neighbor

C. ECMP disabled for BGP

D. eBGP and iBGP administrative distance set to the same value

Correct Answer: D

QUESTION 5

Refer to the exhibits. Exhibit 1
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Exhibit 2 A network administrator sets up PIM-DM to route traffic from the multicast source to clients in VLAN 24. The
server begins to forward multicasts, and the clients are set up to receive them. However, the multicasts do not reach the
clients. Based on the output, what should the administrator verify?
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Switch-1# show ip pim pending

Join Pending
Switch-1# show ip mroute ’
IP Multicast Route Entries -
Total number of entries - 0
Group Address Source Address Neighbor (@@
®

Switch-2# show ip pim mroute 239.1.1.1 1D.2.2.2_,{_;,_u--:
IP Multicast Route Entry =
Group Address 2239111

,ﬁ?ﬂ“f)
Y
Source Address  : 10222 E};\/E\?
O

Neighbor 210222

WELAM -2
Up Time (sec) @
Expire Time (sec)
Q o
Multicast Routin atocol - PIM-DIM
Unicast Routi tocol - connected
<output o :
Downstre Interfaces
VLAN State Up Time (sec) Expire Time (sec)
10 pruned 216 174

A. that VLAN 24 on Switch-1 runs both IGMP and PIM-DM

B. that Switch-2 has PIM-DM enabled on VLAN 10

C. that state refreshes are enabled on Switch-2

D. that Switch-1 has selected Switch-2 as its RP for 239.1.1.1

Correct Answer: B

QUESTION 6

A network administrator needs to control traffic based on TCP or UDP application, as well as IP protocol, such as GRE
or ICMP. What should the administrator configure for this purpose?

A. a standard IP ACL and an extended MAC ACL only
B. both a standard IP ACL and an extended MAC ACL
C. an extended IP ACL only

D. both a standard IP ACL and a standard MAC ACL
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Correct Answer: C

QUESTION 7

A network administrator needs to control traffic based on Ethertype and Class of Service. What should the administrator
configure for this purpose?

A. both a standard IP ACL and a standard MAC ACL
B. both a standard IP ACL and an extended MAC ACL
C. an extended IP ACL only

D. an extended MAC ACL only

Correct Answer: D

QUESTION 8
Refer to the exhibit.

,.,r'-_-"q., HF"'--..‘

’ ~ f—’ *‘\
Y i \
; Switch-1 ] é@(@} Router-1 \
o]
; SALA L o
‘ 0 asil 19%@&.1.0:30
\ 100 7 &
-:59
\ AS 46500 /
\ B
Sy S

Switch-1 runs BGP. What should the network administrator do to permit Switch-1 to establish a neighbor relationship
with Router-17?

A. Configure 192.168.1.2 as a neighbor manually within the BGP context.
B. Specify 192.168.1.0/30 with the network command in the BGP context.
C. Enable BGP on VLAN 100.

D. Set the BGP AS number to 46501.

Correct Answer: A
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QUESTION 9

A company wants to implement 802.1X authentication to authenticate client devices on AOS-Switch ports. The company
has a RADIUS server that uses PEAP MSCHAP-v2 for the authentication method.

What is one task administrators should complete before they implement the plan?
A. Set up an isolated VLAN in the network for the 802.1X communications.

B. Install personal certificates on client devices.

C. Configure DHCP services on the AOS-Switches for pre-authenticated clients.
D. Ensure client devices trust the RADIUS server certificate.

Correct Answer: D

QUESTION 10

Refer to the exhibit.

radius-server key passwordge
radius-server host 1[!.1__?31?1.1[] dyn-authorization
radius-server host ll':};:."'i/.ll'__.l.ll dyn-authorization

AOS-Switches will enforce 802.1X authentication on edge ports. The company has two RADIUS servers, which are
meant to provide redundancy and load sharing of requests. The exhibit shows the planned RADIUS setting to deploy to
the switches.

Which adjustment to the plan should administrators make in order to meet the customers\\' requirements?

A. Remove the dynamic authorization setting for both RADIUS servers.

B. Specify a different RADIUS dynamic authorization port for each of the RADIUS servers.

C. Specify one server on half of the switches and the other server on the other half of the switches.

D. Change the order in which the RADIUS servers are specified on half of the switches.

Correct Answer: D

QUESTION 11

Network administrators need to configure a BGP neighbor on an AOS-Switch. What defines the neighbor as an iBGP
neighbor?

A. It has BGP synchronization enabled.
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B. It has an AS number in the range of 64512 to 64535.
C. Its update source is set to a private company IP address.
D. Its remote-AS is the same as the AOS-Switch BGP AS.

Correct Answer: D

QUESTION 12

A network administrator wants to use Aruba AirWave to audit an AOS-Switch configuration. What is one requirement?
A. The switch defines the AirWave IP address in its zero touch provisioning (ZTP) profile.

B. The switch specifies the AirWave IP address for the RADIUS server used for Telnet and SSH authentication.

C. The switch is authorized in AirWwave, which has the correct credentials to log in as a CLI manager.

D. The switch is set to Manage Read-Write mode in AirWave but is not set to Monitor Only + Firmware Updates.

Correct Answer: B

QUESTION 13

Refer to the exhibits Exhibit 1
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Exhibit 2
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Switch-1 partial running-config
router ospf

area backbone

area 0.0.0.1 stub 1 no—summa%§$

Switch-2 partial running—c%égﬁg
router ospf

area backbone *
area 0.0.0.1 stub 1 qgggummary
L)
Switch-3 partial ing—config
vlian 104
ip address 10, @p0.6 255.255.255.252
ip ospf ar L =01
untagged

vlan 108
s 10.1.0-160 Z255.255.255.252

ared 0.0.0.1
untagged al

router ospf
area 0.0.0.1 stub 1

Both Switch-1 and Switch-2 have an OSPF inter-area route to 10.2.0.0/16 with metric 10 in their IP routing table.
Switch-3 has the default setting for ECMP. Based on the exhibits, what should the Switch-3 routing table display if the
network operates as normal?

A. no route to 10.2.0.0/16

B. two routes to 10.2.0.0/16 through both 10.1.0.1 and 10.1.0.5

C. aroute to 10.2.0.0/16 through 10.1.0.5

D. aroute to 10.2.0.0/16 through 10.1.0.1

Correct Answer: A
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